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CHAKRA MAX
SYSTEM M3zt A AAH

CHAKRA MAX= 11749 Database 3 System=
25| flol| CHet 2F 282 XL

CHAKRA MAX Flow

Internal User(Non-Standard)
- DBA, Manager, Developer
- Access via Chakra Max Gateway

External User(Non-Standard)
- Maintenance Staff
- Out-Sourced Developers, Consultants

- Access via Chakra Max Gateway

Chakra Max

WEB/WAS Server

Switch

AN
Introductory Remarks

Auditing & Logging(Sniffing)
Application User(Standard)
_— >

AR Gt [By veET EiE - Direct Access Via Application
(Gateway)

- Web Applications (Services)

Target DB

Target Server
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CHAKRA MAX

Cloud
Cist 22t 2k X2l
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- 22t2E H|o[E{H|o|A 2 EX|(Amazon Aurora, NoSQL, RDS,...)
- Auto Scaling®ll 2 X3 EX| X S5

- Elastic IPCHS

Gateway
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- Port Mirror, Physical Tap, Software Tap

Security Agent
Chakra 22t 00| HES S3t M2 SH| % =t ZHA}L

- Chakra SAgent : 22 % 23| F&0] chet W2 S| 2 Hot ZHAt

- RDP Agent : I E{0|'2 F&0 Chiet M2 M X SSH ZAL =D

Hybrid
Gateway 74, Sniffing A2| =&} SEH
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Auto Discovery HIEXS 2382 A2} H[O[E{H|0]A:
XHE EbA RIZ HE B LA™ 2T IS HS
A

- ZAH & AR C[O|E{H|0] A XS A

o o~
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Access Management A B2t APE 2| ZA 2 4
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Audit Logging
EHOF ZfAL
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Return rowsE ZiAt 23 £7
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Access control
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- ALSXE, LA MM HE, £ sqQL, &% 20t Se| Lot 710 HASH 2

ANZEE7| 7|5 HIS

1 1

- Telnet/SSH/sFTP/Rcmd/Rlogin Mt 2 EH| 3 ZtAt 22

- 2l 217 o

HEERN 9l ZAF 2 ZEAFH|O|E] Replay s

Protect data export
ClojE =3 SH|

SQL&d 2

1t0j| CHSt ClIo[E] M, 14, SAL M Ch22 =0f| Ciet SH| XS

- Orange Tool2 ¥&%H Ci|0|E 3 9 K& SH|

- 2 EENAE

S3t Ik 22 £X
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Approval A|AR/C|O|EH|O] A M2 Aot SQLI HAH A3l HA M5 H[o]H,
27 DIZEE ofle] Xz2|, AE 2ol et Zx 715 M3
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Analysis & Report
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Detoured Access
Control
Q3|H £
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- RDP, SSH, sFTP, Telnet, Rcmd, Rlogin

Cloud Compatibility
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- Multi cloud 2HZ0{[A{2] CHAKRA MAX 2% XI2(AWS, Azure, GCP, NAVER, KT, ...
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